DEFAMATION LAW ADVOCACY

Across borders and behind screens:
Fighting defamation
in the internet age

7NN
William C. McDowell and Derek Knoke

“Words! Mere words! How terrible they were! How clear, and
vivid, and cruel! One could not escape from them. And yet
what a subtle magic there was in them! ... Mere words! Was
there anything so real as words?”

— Oscar Wilde, The Picture of Dorian Gray

ords matter.
The law appreciates the power of words when it
seeks to protect two fundamental values: freedom of
expression and reputation.

Freedom of expression is a fundamental right and a Charter
value. But the right is not absolute. It is subject to reasonable
limits. Speakers must choose their words carefully.!

Defamation law exists because reputation is one of the most
valuable assets a person can possess.” “A good reputation ...
is an attribute that must, just as much as freedom of expres-
sion, be protected by society’s laws.”* The ability to defend it
through a lawsuit is a fundamental value in a democracy.*

The balance between protecting freedom of expression and
vindicating a meritorious defamation claim is a delicate one
about which courts, legislatures, and the bar have long puzzled.

Over the past three decades, the context for expression has
shifted. Defamation used to be, primarily, “a local issue driven
by local community standards.”” With the internet, people who
once stood on local street corners now stand on global ones,
shattering the temporal and geographic limits of speech.

As words cross borders, the internet provides practical chal-
lenges with respect to enforcement, anonymity, and general
litigation strategy. This article addresses three questions that
arise in internet cases: (1) jurisdiction and enforcement; (2)
proceedings against anonymous defendants; and (3) the risks
and realities of litigating in an internet age.

Jurisdiction and enforcement in practice
Defamation requires publication. In the case of internet def-
amation, the publication occurs where the statements are read,
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accessed, or downloaded by a third party.® Internet defamation
can be accessed almost anywhere, a possibility that can create
jurisdictional problems.

Canadian courts have jurisdiction where there is a real and
substantial connection between the forum and the dispute. The
place of writing is not determinative of jurisdiction, but the



place of readership and harm may be.

Even when a Canadian court has juris-
diction, it must consider whether it is
the more appropriate forum. Courts will
consider the location of the parties, the
location of witnesses and evidence, the
governing law, recognition and enforce-
ment issues, and fairness to the parties
to determine whether another forum is
clearly more appropriate. Where a for-
eign-based defendant has deliberately
targeted Canadian read-
ers or a Canadian plain-
tiff’'s market, Canadian
courts are likely to take
jurisdiction and apply
Canadian law.

Enforcing a Canadian
defamation judgment
abroad can be complex.
The most prominent prac-
tical constraint for Can-
adians is enforcement in
the United States, where
speech-protection statutes
make it difficult to enforce foreign def-
amation judgments that do not meet
their constitutional standards. Practical-
ly, this means that a plaintiff who sues
in Canada against a US-based publisher
should plan an enforcement strategy at
the outset: identify assets in Canada or in
more recognition-friendly jurisdictions;
consider settlement leverage; and, where
appropriate, seek remedies that do not
rely on foreign recognition, such as in-
junctions directed at conduct or inter-
mediaries operating in or responsive to
Canadian courts.

A leading example of the promise
and peril of cross-border enforcement is
Google Inc. v Equustek Solutions Inc.
The Supreme Court of Canada upheld
a worldwide de-indexing injunction
against Google, a non-party intermedi-
ary with a presence in Canada, conclud-
ing that such relief was necessary to
make the underlying orders effective.”
The injunction required Google to re-
move content from search results global-
ly because geographically limited orders
can be easily circumvented online.

However, shortly thereafter, a US Dis-
trict Court granted an order preventing
enforcement of the Canadian injunction
in the United States, reasoning that US
law (including statutory immunity for
online intermediaries and free-speech
policy) barred such enforcement.?

Equustek thus demonstrates a practical

reality for Canadian plaintiffs: Canadian
courts may grant worldwide orders
against intermediaries subject to their
jurisdiction, but recognition and enforce-
ment abroad can be difficult. Effective
strategy often pairs Canadian injunctive
relief with asset-focused enforcement
planning and targeted, platform-specific
compliance mechanisms.

Finally, practicality matters. Inter-
net defamation cases can be expensive,

technically intensive, and procedurally
hard-fought. Plaintiffs should budget for
litigation costs that include the investi-
gative work of identifying defendants,
preserving evidence, engaging with plat-
forms, and enforcing judgments.

Anonymous speakers, intermediaries,

and Norwich orders

Anonymity does not confer immunity.

Canadian courts regularly grant claims

against anonymous, “J. Doe” defendants.’
Canadian courts also permit pre-action

discovery tools to unmask anonymous

The applicant must show a bona fide claim,
that the third party is somehow involved in
the wrongful act (typically as the conduit of
communications), that the third party is the
only practicable source of the information, and
that the interests of justice favour disclosure.

speakers when the interests of justice !

require it. The Norwich order compels
a third party (often a platform, website
host, email provider, or internet service
provider) to disclose limited identifying
information about an alleged wrongdoer.

Courts apply a structured analysis

when considering whether to grant a |

Norwich order. The applicant must show
a bona fide claim, that the third party is
somehow involved in the wrongful act
(typically as the conduit of communi-
cations), that the third party is the only
practicable source of the information,
and that the interests of justice favour
disclosure.’” A court may also require
the moving plaintiff to indemnify the

third party for costs of compliance with |

the order. Privacy is considered, but it is
not a shield for wrongdoing. Courts will
confine production to what is necessary
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to identify the poster, often under pro-
tective terms and with undertakings lim-
iting use of the data."

Furthermore, timing is critical. Many
intermediaries retain IP logs and other
data for limited periods. Early preser-
vation letters and, if needed, prompt
motions for interim preservation orders
can prevent the loss of identifying data.
In terms of court materials, specificity is
key. Clear URLs, timestamps, handles,
and platform identifiers make
applications more efficient and
more likely to succeed.

Anonymity poses some chal-
lenges. But this obstacle is
usually easier to overcome than
the jurisdictional and enforce-
ment issues where the wrong-
doer is not in Canada.

Taking on an online defendant:

risks and strategy

Recalcitrant defendants often

frame litigation as an attack
on free speech and escalate matters with
new posts or digital pile-ons — a form
of online harassment where multiple
people target a person with relentless
criticism or insults.

Plaintiffs should think carefully about
the legal and practical risks of commen-
cing (or even threatening) litigation.

The first risk is procedural: Anti-
SLAPP (Strategic Lawsuits Against Public
Participation) regimes in two provinces
enable early motions to dismiss claims
that unduly limit expression that relates
to a matter of public interest. Plaintiffs
with strong claims still succeed, particu-
larly where the statements allege crimin-
ality, professional misconduct, or other
inherently serious harms. But the motion
frontloads costs, delays discovery, and
can invert the typical sequencing of
proof. A pre-suit assessment should can-
didly weigh the public interest value of
the impugned speech and the serious-
ness of the harm.

The second risk is practical enforce-
ability. In addition to the jurisdictional
enforcement issues discussed above, a
determined defendant may be impecu-
nious or recalcitrant. Where the real
objective is removal, correction, or
containment, counsel might consider
whether platform-reporting channels,
demand letters, or negotiated retrac-
tions can achieve results faster and at a
lower cost.
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The third risk is amplification. Liti-
gation can draw attention to statements
that might otherwise fade. The likelihood
of amplification depends on the defend-
ant’s audience, media interest, the plain-
tiff’s public profile, and the framing of
the dispute. Plaintiffs should develop a
communications plan aligned with their
objectives. Parallel engagement with em-
ployers, regulators, or clients may be ne-
cessary to mitigate collateral harm while
the case proceeds.

There are also personal and organiz-
ational costs. Online harassment often
escalates once a claim is filed. Thorough
evidence preservation (such as screen-
shots, URL captures, and use of archiv-
al services) may be important. Plaintiffs
should avoid engaging with the antag-
onist online. Even measured replies
can be reframed and can compromise a
plaintiff’s position in the litigation.

Despite these risks, there are instan-
ces where defending one’s reputation
through a lawsuit is warranted. Some
statements are so likely to cause serious
harm to a person’s reputation that the
likelihood of harm can be inferred.!?

Serious harm may arise when false
statements do, or are likely to,

® attack the core of a person’s identity,

self-worth, and dignity;"
® allege  professional
or undermine one’s

misconduct

professional
integrity;"

® gccuse individuals of criminal
conduct;*®

® constitute vicious personal attacks

that have no public interest value;'

® influence decision makers on
deciding important personal, profes-
sional, or business issues;!' or

® invite third parties to harass or ob-

struct a plaintiff’s free expression.'®

Courts have recognized that repeated,
targeted online defamation can be ser-
ious and compensable, and they have
granted remedies, including general
and aggravated damages, takedown and
de-indexing orders, and costs.

Canadian law protects robust debate,
fair comment, and truthful statements,
but it does not protect knowingly false
statements or reckless allegations that
unjustly destroy reputation. Plaintiffs
who ground their case in demonstrable
falsehoods, serious harm, and carefully
circumscribed remedies are well pos-
itioned to succeed in achieving their
litigation objectives.

The practical advice is to begin with
the end in mind. Define success con-
cretely: removal, correction, damages,
deterrence, or a formal vindication. Map
the route with jurisdiction, assets, inter-
mediaries,
mencing the litigation. Be disciplined
about scope: Plead with precision; pur-
sue defendants who matter; and calibrate
remedies to the harm.

and timelines before com-

Conclusion

Words have incredible power. The in-
ternet changes the medium but not the
principle. As the law continues to de-
velop in the internet age, it will be with
an appreciation for the fact that our
words matter.
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